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I. INTRODUCTION

Device-independent  quantum  key  distribution
(DIQKD) is the gold standard for -cryptographic
security [1, 2]. Such protocols are based on the two
interested parties, Alice and Bob, performing a Bell-
test. Achieving a high enough score proves that their
outcomes are highly correlated and not influenced by
external sources, allowing for the establishment of a
private shared key.

It is well-known that in order to execute a success-
ful DIQKD protocol, Alice and Bob must both use non-
commuting measurements, as this is necessary to violate
a Bell inequality. Since the choice of measurements of a
given round should not be known to or influenced by an
adversary, these are typically extracted from some source
of randomness on the spot — one randomness source in
Alice’s lab and one in Bob’s.

In recent years, the foundational concept behind
DIQKD, Bell nonlocality, has been extended to net-
works with multiple parties and multiple independent
sources [3—-0]. One fascinating aspect of these general-
izations is that in certain cases, nonlocal phenomena ex-
ist even without non-commuting measurements. A sem-
inal example is the RBG4 distribution introduced in [7],
which demonstrates genuine network nonlocality in a ring
network, where neighboring parties are distributed quan-
tum states from bipartite sources. Each party performs
the same fixed measurement in every round, and the re-
sulting correlations cannot be reproduced by any classi-
cal model consistent with the network structure, making
local randomness for measurement choices unnecessary.
Several experimental proposals [8—10] and implementa-
tions exist for the phenomenon [11, 12].

Crucial to these claims of nonlocality is the assump-
tions that local hidden variables that would explain the
correlations mimic the network structure, maintaining
independence among these themselves. Indeed, under
such assumptions, not only can one show nonlocality,
but also certify randomness of the outcomes in a fully
device-independent [13] manner. Whereas one may be
able to make arguments for the independence of sources
in well-controlled environments, in large networks this
assumption may be quite far-fetched, where a user can
not control or check each part of the network. In [14]
the authors show that this is in fact not necessary, as
claims of nonlocality and randomness are robust against
the topology of the network. Specifically, as long as a

FIG. 1. (a) In order to implement the proposed no-input
DIQKD protocol, the users request the distribution of entan-
gled states from sources (stars) in a ring network, which are
measured at nodes (circles) using entangling measurements,
establishing correlations between Alice’s (green) and Bob’s
(red) labs. The outcomes of the central nodes in the labs can
be distilled to a secret key, given that the nodes in-between
announce their outcomes. (b) In the security proof Alice and
Bob do not assume anything about the structure of the net-
work in-between them, i.e. the rest of the network outside
their labs could be collaborating (grey cloud), moreover they
do not trust the workings of the independent devices within
their own labs either.

small, 3-party region of the network satisfies the inde-
pendence assumption, nonlocality can be proven, as well
as device-independent randomness on the outcome of the
central of the 3 parties.

Here, we propose a DIQKD protocol where all parties
in the network perform the same measurement in each
round. Building on the topological robustness results,
we require the independence of sources assumptions to
only be satisfied within the local neighborhoods of Alice
and Bob, in their “labs” (Fig. 1). This is analogous to
the independence of the local randomness sources used in
conventional DIQKD, where input randomness is neces-
sary, and should be uncorrelated from anything outside
the lab. We prove security against collective attacks,
and assess how security against general attacks could be
proven if the i.i.d. assumption is dropped for the central
part of the network.

Besides being a conceptually novel form of DIQKD,
requiring no measurement settings, our work closes the
loop on network nonlocality. In particular, whereas net-
work nonlocality studies multiple parties and sources, we
show how this can be meaningfully turned into a bipar-
tite setup (see Fig. 1. We end up with a scenario which
is directly comparable to the standard Bell setup, in that
it is phrased for two parties, has certified randomness in
the outcomes, and that those outcomes can be used for
device independent protocols. Moreover, for our proto-
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FIG. 2. Overview of the protocol for 4 parties, where A; and Az wish to establish a secret key. Left: Step 1 (in magenta): The
four parties, arranged in a ring network, perform RGB4 measurements on the states they receive, producing coarse-grained
outcomes {ax}+_;. The two parties who will share the final key are indicated with a key symbol. Middle: Example outcomes
for each party, with publicly announced results in bold. Right: Step 2 (in blue): Some outcomes are publicly announced
to verify RGB4 correlations. A;’s outcomes, after applying a hash H, generate public randomness to determine later rounds
as verification or key generation. Step 3 (in red): Verification rounds where all outcomes are revealed to check the RGB4
correlations. Step 4 (in green): Key generation rounds where A; and As derive a shared secret key from A, and A4, with hash

H applied to the resulting string.

col, since there are no distinguished parties within the
network in the correlation establishment phase, it can be
used to build up and store correlations classically, which
at a later time can be used to create a secret key be-
tween any two parties in the network. We believe the
conceptual shift in this work will help push towards po-
tential applications built on the foundational concept of
nonlocality without inputs.

II. PROTOCOL SUMMARY

The protocol is based on distributing maximally entan-
gled states (|01) 4 |10))/v/2, and conducting the RGB4

measurement [7] at each node in a ring network,

{|oo>, w|01) + v [10),
(1)
v]01) — w10y, [11) | w2 + 02 =1, u,veR},

with outcomes labeled as {0,1;,1g,2}. The nonlocal-
ity, and device-independent randomness of the resulting
distribution can be proven from so-called token counting
properties [7, 15]. Specifically, each source can be seen as
distributing a single token (excitation) in a superposition,
and the measurement can be seen as a counting of the
number of incoming tokens, plus outputting some addi-
tional coherence information (whether the outcome was
1 or 1g). In [13] and later generalized in [14], it is shown
that correlations arising from this class of distributions
admit self-testing, allowing the underlying quantum real-
ization to be partially certified solely from the observed
statistics. As a result, the outcome of any party is non-
deterministic from the perspective of an eavesdropper.
Our protocol relies on a parity coarse-graining of the
outcomes, 0,2 — 0 and 17,1r — 1, yielding a binary
variable. The parity of the total network’s outcomes is
known to all participants, as this is determined by the
number of sources used. The key point of the protocol

is that everyone except Alice and Bob announce their
parity. In order to infer the parity of Alice, one must
know the parity of Bob, and vice-versa. E.g. if the total
parity is even, and the summed announced parities are
even, then Alice and Bob’s summed parity must also be
even, leaving two options: a = 0,0 = 0 or a = 1,b =
1. This allows the two parties to establish a secret key,
while no-one on the outside can. The certification of
randomness of the parties is derived by extending the
techniques of Ref. [14]. See Fig. 2 for a 4-party example.

In order to ensure themselves that the protocol is se-
cure, not all rounds can be used for key generation. In
some rounds Alice and Bob must also announce their out-
comes. In these rounds, they can verify that the RGB4
distribution is being generated over the network. This
in turn, certifies that their outcomes contain random-
ness, as given by a min entropy bound. The protocol
works as follows: first, the network conducts n rounds of
the RGB4 strategy. Then, the first portion of these are
used for verification, where all parties announce their full
outcomes. If sufficiently close to the RGB4 distribution,
then the outputs of these first rounds are certified to be
random and are used to select which of the subsequent
rounds will be used as key generation rounds, and which
will be used as further verification rounds. The random
choice of verification rounds ensures that key generation
rounds are not tampered with.

Security of the protocol is shown under the follow-
ing assumptions: the independence of sources assump-
tions hold within the labs of A and B (as shown in
Fig. 1b), attackers conduct collective (iid) attacks, us-
ing finite-dimensional quantum systems (a technicality
of the proof), and that there are asymptotically many
rounds.

III. DISCUSSION AND OPEN QUESTIONS

It is instructive to compare our network-based frame-
work with the standard Bell-nonlocality setting (see



FIG. 3. Comparison between our network (left) and the four-
party line network (right) known to be equivalent to the stan-
dard Bell scenario [5]. In each case, the nodes corresponding
to the effective “Alice” and “Bob” are highlighted.

Fig. 3). In a Bell test, one studies behaviours
{p(ab|zy)}ap,z,y, where the inputs z and y must be cho-
sen freely—namely, independently of any shared past or
adversarial system—to avoid locality and measurement-
independence loopholes. From a network perspective,
however, these “free” inputs can themselves be gener-
ated by additional parties in a larger correlation sce-
nario. Indeed, as shown in [5], the usual Bell scenario
is equivalent to a four-party line-network in which the
inputs arise as outcomes of the two outer nodes. Under
this equivalence, the standard Bell assumptions (includ-
ing measurement independence) translate directly into
an independent-sources assumption in the network. This
observation clarifies that the independence requirement
on the sources within the labs in our framework is not
a stronger assumption than those made in Bell exper-
iments; rather, it is the natural network-theoretic ana-
logue of the measurement-independence condition that
underlies all device-independent protocols.

The analysis in Ref. [16] pinpoints an issue that is cru-
cial in networks with no inputs - namely that the i.i.d.
assumption can not be left away without introducing
a memory loophole in no-input scenarios such as ours.
Given the equivalence of standard Bell nonlocality to a
no-input line network scenario (Fig. 3b), one may ask
why the memory loophole does not appear there. In non-
iid DIQKD security proofs one assumes a lower bound
on the quality of the input randomness, implying that it
cannot completely be controlled or pre-programmed by
an adversary. Typically, one assumes an iid property for
the input randomness, with only recent attempts to relax
this [17, 18]. In any network setup where the inputs are
externalized, as shown in Fig. 3b for the standard Bell
scenario, the iid assumption can only completely be left
away for one of the sources, otherwise the memory loop-
hole of Ref. [10] is a risk. In our setup a natural choice is
to keep the iid assumption on Alice and Bob’s immediate
neighborhood, which one can imagine as their laborato-
ries, leaving the rest of the network, the untrusted center,
to be non-iid. It is yet unclear how well the iid assump-
tion on the labs can be relaxed, analogously to [17, 18].
Presumably the most straight-forward way would be to
generalize the results of [13, 14] by giving a robust bound
for the min entropy, even under noisy realizations of the
ideal distribution. Then the generalized entropy accu-

mulation theorem may be applicable, similarly as in [19].
Note that such a generalization would also eliminate the
need for the asymptotic limit assumption. Thus this
would be crucial piece to make the proposed protocol
practical, and is left for future work.

Furthermore, note that any randomness that we use as
input in our protocol, namely for authentication, can be
generated before starting the protocol. Indeed, even in
standard DIQKD, the parties must come together physi-
cally in order to establish a shared random seed that they
use for authentication. This is the case also for us; and
when they come together in an isolated lab, they can run
only the verification part of our protocol (or equivalently,
the randomness certification in Ref. [13]) to obtain the
random seed with no inputs used. This allows our no
input (fixed measurement setting) protocol to be a pro-
tocol which requires no input randomness at all. Note
however, that this technique could also render standard
DIQKD to be operated without any randomness as an in-
put. For both cases, once authentication kick-starts the
protocol, the freshly generated secret key can be used to
further authenticate and do privacy amplification.

Finally, note that our proposal gives an interesting op-
portunity for DIQKD in larger network with multiple
labs. In such a scenario the correlations can be estab-
lished beforehand, each party conducting the same mea-
surement for large number of rounds. Once the clas-
sical outcomes are stored, one can wait indefinitely be-
fore deciding which parties in the network share a se-
cret key. This allows one to mitigate the use of quan-
tum memories for overcoming bottlenecks in quantum
channel capacities in the network, and opens the path to
pre-establishing a DIQKD resource among network par-
ticipants. This can be particularly relevant for applica-
tions in decentralized networks where for long periods of
time key exchange is not needed, e.g. overnight, during
which correlations are built up, and then suddenly a large
bandwidth is needed, and it is unknown beforehand be-
tween which parties in the network the bandwidth will be
needed. At this point the pre-established raw outcomes
can be used.

IV. CONCLUSION

In summary, we have introduced a protocol for quan-
tum key distribution and conference key agreement in
network scenarios that does not rely on local input ran-
domness, departing conceptually from the standard view
that multiple different measurements are necessary for
quantum cryptography. By performing pre-decided mea-
surements at each node and exploiting the structure of
the network, we showed that it is possible to establish
secret keys even when most nodes and sources are un-
trusted. This approach preserves the essential device-
independent features of Bell inequality-based protocols
while introducing a natural network-theoretic perspec-
tive on assumptions such as source independence.
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Device-independent quantum key distribution (DIQKD) guarantees cryptographic security based
solely on the violation of Bell inequalities, where each party chooses measurements randomly in
each round. Recent extensions of Bell nonlocality to networks with multiple parties and indepen-
dent sources have revealed scenarios in which nonlocal correlations, and the associated certified
randomness, can be achieved even when all parties perform the same measurement in every round,
eliminating the need for local measurement randomness. Building on these insights, this work pro-
poses a DIQKD protocol in which Alice and Bob perform fixed, identical measurements in each
round. Security relies on independence assumptions for certain devices, analogous to those used in
network nonlocality and to the standard independence of local randomness sources in conventional

DIQKD.

I. INTRODUCTION

Device-independent  quantum  key  distribution
(DIQKD) is the gold standard for -cryptographic
security [1, 2]. Such protocols are based on the two
interested parties, Alice and Bob, performing a Bell-
test. Achieving a high enough score proves that their
outcomes are highly correlated and not influenced by
external sources, allowing for the establishment of a
private shared key.

It is well-known that in order to execute a success-
ful DIQKD protocol, Alice and Bob must both use non-
commuting measurements, as this is necessary to violate
a Bell inequality. Since the choice of measurements of a
given round should not be known to or influenced by an
adversary, these are typically extracted from some source
of randomness on the spot — one randomness source in
Alice’s lab and one in Bob’s.

In recent years, the foundational concept behind
DIQKD, Bell nonlocality, has been extended to net-
works with multiple parties and multiple independent
sources [3-6]. One fascinating aspect of these general-
izations is that in certain cases, nonlocal phenomena ex-
ist even without non-commuting measurements. A sem-
inal example is the RBG4 distribution introduced in [7],
which demonstrates genuine network nonlocality in the
triangle network. Each party performs the same fixed
measurement in every round, and the resulting correla-
tions cannot be reproduced by any classical model consis-
tent with the network structure, making local random-
ness for measurement choices unnecessary. Several ex-
perimental proposals [3—10] and implementations exist
for the phenomenon [11, 12].

Crucial to these claims of nonlocality is the assump-
tions that local hidden variables that would explain the
correlations mimic the network structure, maintaining
independence among these themselves. Indeed, under
such assumptions, not only can one show nonlocality,

FIG. 1. (a) In order to implement the proposed no-input
DIQKD protocol, the users request the distribution of entan-
gled states from sources (stars) in a ring network, which are
measured at nodes (circles) using entangling measurements,
establishing correlations between Alice’s (green) and Bob’s
(red) labs. The outcomes of the central nodes in the labs can
be distilled to a secret key, given that the nodes in-between
announce their outcomes. (b) In the security proof Alice and
Bob do not assume anything about the structure of the net-
work in-between them, i.e. the rest of the network outside
their labs could be collaborating (grey cloud), moreover they
do not trust the workings of the independent devices within
their own labs either.

but also certify randomness of the outcomes in a par-
tially device-independent (steering) [13] or fully device-
independent [14] manner. Whereas one may be able to
make arguments for the independence of sources in well-
controlled environments, in large networks this assump-
tion may be quite far-fetched, where a user can not con-
trol or check each part of the network. In [15] the au-
thors show that this is in fact not necessary, as claims of
nonlocality and randomness are robust against the topol-
ogy of the network. Specifically, as long as a small, 3-
party region of the network satisfies the independence
assumption, nonlocality can be proven, as well as device-
independent randomness on the outcome of the central
of the 3 parties. Similar effects have been observed in the
quantum steering setting [16].

Here, we propose a DIQKD protocol where all parties
in the network perform the same measurement in each



round.

Building on the topological robustness results, we re-
quire the independence of sources assumptions to only
be satisfied within the local neighborhoods of Alice and
Bob, in their “labs” (Fig. 1). This is analogous to the in-
dependence of the local randomness sources used in con-
ventional DIQKD, where input randomness is necessary,
and should be uncorrelated from anything outside the
lab. We prove security against collective attacks, and as-
sess how security against general attacks could be proven
if the i.i.d. assumption is dropped for the central part of
the network.

The manuscript is structured as follows. In Section II,
we introduce the protocol, beginning with an illustra-
tive example for the four-party case. Then, we consider
scenarios involving semi-trusted and untrusted parties in
the network. In Section IIT we prove the security of the
protocol under collective attacks. Finally, in Section IV,
we discuss the relevance of the assumptions made and
conclude with open questions and possible directions for
future research.

II. PROTOCOLS
A. Illustrative Example

We begin by illustrating the protocol in a small net-
work of 4 parties, {Ay}1_,, where only two of them, A;
and Ag, aim to establish a shared secret key (see Fig. 2).
Our DIQKD protocol without inputs goes as follow:

Each source distributes a maximally entangled state

1
+ -

91 an, = 5100) + 110), 1)

where, by convention, A5 = A;. Each party then per-

forms a joint RGB4 measurement [7] given by the basis

{|00>, w|01) + v [10)
(2)
v|01) —u|10), |11) |u? +0* =1, u,v € R},

with outcomes labeled as {0,17,1g,2}. It is convenient
to interpret |0) and |1) as the absence or presence of a
single excitation. The nonlocality of the resulting dis-
tribution can be proven from so-called token counting
properties [7, 17]. Specifically, each source can be seen
as distributing a single token (excitation) in a superposi-
tion, and the measurement can be seen as a counting of
the number of incoming tokens, plus outputting some ad-
ditional coherence information (whether the outcome was
17, or 1g). In [14] and later generalized in [15], it is shown
that correlations arising from this class of distributions
admit self-testing, allowing the underlying quantum real-
ization to be partially certified solely from the observed
statistics. This results in the fact that the outcome of
any party is non-deterministic from the perspective of an
external eavesdropper.

The protocol begins with a stage in which all par-
ties publicly announce the outcomes of the first rounds.
These announcements are used to check that the observed
statistics are consistent with the RGB4 distribution and,
at the same time, serve as a source of public random-
ness. Even if they respect the RGB4 statistics and we
certified that the outcomes are not fully predictable, the
adversary may still have partial information about them.
Hence, the outcomes of A; in these initial rounds can be
used as a source of public randomness that is only par-
tially trusted. To remove any potential knowledge that
the adversary may have, the randomness is processed via
privacy amplification. The resulting secure random bits
are then employed to designate the remaining rounds as
either verification rounds or key generation rounds. In
the verification rounds, as before, all parties reveal their
outcomes, and any deviation from the expected RGB4
statistics leads to aborting the protocol.

For the key-generation rounds of our protocol, each
party coarse-grains its measurement outcome according
to 0,2 +— 0 and 1,1r + 1, yielding a binary variable
ar € {0,1}. This procedure produces the outcomes of
a single round. This coarse-graining encodes the parity
of the total number of excitations detected by a party.
Because each entangled source emits exactly one excita-
tion shared between its two adjacent nodes, if one node
detects the excitation from a given source, its neighbor
necessarily does not. This local exclusivity propagates
through the entire chain of sources and imposes a global
constraint on the measurement outcomes: the parity of
the sum ), ay, is fixed. More precisely, since each excita-
tion is counted exactly once across the network, the sum
>k Gk is always even when the number of parties is even,
and always odd when the number of parties is odd. In
order to generate a key, all parties except those wishing
to establish a secret key publicly announce their coarse-
grained outcomes; in this case A and A4 announce. This
leads to the parity of ), ar —ai —ag to be public. Using
this information together with their own outcomes and
the total parity, the parties A; and Az can reconstruct
the full string of outcomes and thereby establish a shared
key bit. For instance, in the first key generation round
in Fig. 2, A; gets to know (ag = 0,a4 = 1). Knowing
that the total parity is 0 and a; = 0, she can deduce
that As’s coarse-grained outcome must be a3 = 1. No-
tice that everyone except A; and Az only has knowledge
of the parity of the sum of their two bits.

B. DIQKD protocol in semi-trusted network

We now describe the protocol for a general ring net-
work of N parties, illustrated in Fig. 1(a). Two parties,
A; and Aj, are designated to establish a shared secret
key; for convenience, we denote them by A := A; and
B := A;. We consider a scenario in which the local topol-
ogy around A and B is trusted, i.e., the network structure
of the adjacent parties and the sources directly connected



Step 1
Distribution of correlations

g = 1L

(11:0

]
]

ag =2

ai, 02,03, 04

Step 2
Verification and
public randomness
generation

hash(0,1z,1rg,...)
Step 3
Verification

Step 4

Key generation

1ash (0,0, ...)

FIG. 2. Overview of the protocol. Left: Step 1 (in magenta): The four parties, arranged in a ring network, perform RGB4
measurements on the states they receive, producing coarse-grained outcomes {ak}%zl. The two parties who will share the final
key are indicated with a key symbol. Middle: Example outcomes for each party, with publicly announced results in bold.
Right: Step 2 (in blue): Some outcomes are publicly announced to verify RGB4 correlations. A1’s outcomes, after applying a
hash H, generate public randomness to determine later rounds as verification or key generation. Step 3 (in red): Verification
rounds where all outcomes are revealed to check the RGB4 correlations. Step 4 (in green): Key generation rounds where A;
and Az derive a shared secret key from Az and A4, with hash H applied to the resulting string.

to them is (see Fig. 1.b). Our protocol is secure when
the remaining N — 6 parties do not announce their fine-
grained outcomes, hence the phrase semi-trusted. This
includes for example the following cases: they are honest
but curious [18, 19], meaning that they behave honestly
during the protocol but try to extract information about
the secret key generated by A and B by sharing infor-
mation about their measurement statistics, or they are
dishonest but isolated, meaning that they can behave dis-
honestly during the protocol and lie in their public an-
nouncements, but they cannot communicate during the
protocol. In that second case, malicious parties can be
detected during the verification steps, and the protocol
is aborted. The adaptation of our protocol to the case
of a fully untrusted network, where dishonest parties are
allowed to communicate, is discussed in the next subsec-
tion.

The protocol is executed over a total of n rounds. A
subset of n,anq rounds, corresponding to a fixed fraction
of mn, is used for distribution verification and public ran-
domness generation. Using the resulting public random
string, the remaining n — 1,54 rounds are randomly par-
titioned into nies¢ test rounds and nye, key-generation
rounds, such that n = nrand + Ntest + Nkey. The protocol
then proceeds as follows:

1. Distribution of correlations. In each of the
n rounds, the parties Ajp,..., Ay each receive
two quantum states and perform a local joint
RGB4 measurement (Eq. 2), getting values in
{0,11,1x,2}. This step is completed for all n
rounds before any outcomes are announced.

2. Verification and public randomness gener-
ation. The parties publicly announce their out-
comes from the first n,,,q9 rounds. The protocol is
aborted if the observed statistics deviate from the
expected distribution. Otherwise, privacy amplifi-
cation is applied to this string to securely determine

which of the remaining rounds are used for key gen-
eration and which for testing.

3. Verification. All parties reveal their outcomes in
the myesy test rounds. The protocol is aborted if
the observed statistics deviate from the expected
distribution.

4. Key generation. In the ny, key-generation
rounds, all parties coarse-grain their outcomes to
binary values according to 0,2 +— Oand 17,1p — 1.
All parties except A and B announce their out-
comes. From their parity, B infers A’s raw bit.
Party B flips or keeps their bit so that A and B
share identical raw keys. Finally, they apply pri-
vacy amplification.

Privacy Amplification. (Used in Steps 2, 4.) In the
iid setting, each round can be taken as independent from
the others, allowing us to partition the rounds in two,
resulting in two weak sources of randomness. These can
then be used to extract secure randomness. Note that
if some randomness is available, for example from Step
1, then other techniques can be used such as families of
universal hash functions.

C. Remarks

This protocol allows to generate keys in a ring net-
work in a systematic way, in the sense that all sources
generate the same state and all nodes perform the same
quantum measurement at every round. Only the classi-
cal announcements during the key generation rounds vary
depending on which parties decide to generate a secret
key. The parties wishing to generate a key can thus re-
veal themselves only in Step 4, after trust in the network
is established.

Note that, in Step 2 and Step 3 of the protocol,
the statistics publicly revealed are the outcomes before



coarse-graining. This allow the parties to verify that the
observed correlations are compatible with the RGB4 dis-
tribution. This serves both to detect potential adver-
sarial interventions and errors due to noise. Moreover,
as shown in Ref. [15], the outcomes generated in Step 2
cannot be predicted exactly by any external eavesdrop-
per. While an adversary may possess partial information
about the raw outcomes, applying privacy amplification
ensures that the assignment of rounds becomes arbitrar-
ily random and secure. Similarly, in Step 4, privacy am-
plification [20] is applied to the raw key produced, guar-
anteeing that the final key is also random and secure.

Our protocol extends naturally to a conference key
agreement (CKA) scenario in which a subset of parties K
wish to share a common secret key [21]. To this end, one
party A; € K, execute the QKD protocol with each of
the other parties A; € K, thereby establishing a pairwise
secret key with every A;. These pairwise keys remain
secure against all parties outside K. To obtain a single
conference key shared by all participants, A; publicly an-
nounces, for each Aj;, the parity between their pairwise
key and a designated final key. Since each A; holds its
own pairwise key with Ay, it can reconstruct the final
key locally, while parties outside K cannot infer it.

This construction ensures that all parties in K obtain
the same secret key without leaking any information to
non-participating nodes. Moreover, our protocol offers
the flexibility for the reference node A; to decide each
round with whom to generate a secret key bit, while
all parties always perform the same quantum operations.
While this does not imply a security advantage over other
CKA protocols, it might prove more experimentally effi-
cient to implement in a network setting.

D. DIQKD protocol in an untrusted network

We now consider the scenario of a network of N par-
ties in which most nodes are untrusted, as illustrated in
Fig. 1(b). As before, two designated parties, A and B,
aim to establish a secret key that must remain unknown
to both the untrusted nodes and any external eavesdrop-
per. In this setting, the only trusted component of the
network is the topology of the sources and parties adja-
cent to A and B. No trust is placed in the remaining
parties, which may behave arbitrarily and even collabo-
rate.

Without coarse-graining the outcomes of the measure-
ment defined in Eq. (2), the parity constraints imply that,
after discarding all outcomes equal to 1, the remaining
sequence of 0’s and 2’s on neighboring nodes of the net-
work must alternate. For instance, a local pattern such
as 020 is admissible, whereas two adjacent parties both
outputting 0 or both outputting 2 are forbidden.

Because of this alternating structure, a dishonest party
that announces the coarse-grained value 0 can still in-
ternally distinguish which fine-grained outcome (0 or 2)
actually occurred. Moreover, since all untrusted parties

can cooperate, they can collectively know the fine-grained
outcomes of the entire untrusted region. By combining
this knowledge with the coarse-grained announcements of
the neighbors of A and B, they can infer the fine-grained
outcomes of the two key-generating parties. This leads
to a loss of secrecy unless the protocol is appropriately
modified.

We now discuss two possible strategies to avoid this
leakage. In the first, the protocol proceeds as in Sec-
tion II B, with a single modification in the key generation
step:

4. Key generation. All parties except A and B pub-
licly announce their outcomes. Each round is kept
only if there exists a sequence of parties connecting
the trusted regions of A and B such that all par-
ties along this path announce the coarse-grained
value 1; otherwise, the round is discarded. When
this condition is satisfied, A and B can infer each
other’s raw bit using the same parity relations as
in the fully trusted case.

Requiring the existence of at least one path of untrusted
nodes connecting the trusted regions and outputting the
coarse-grained value 1 prevents additional information
leakage and ensures that the key remains secure (as 1
is invariant under the coarse-graining). However, this
requirement is highly restrictive and significantly sup-
presses the achievable key rate in larger networks.

A second approach consists in requiring all untrusted
nodes to perform entanglement swapping, thereby effec-
tively reducing the network to only the six trusted par-
ties, which then share maximally entangled states. Once
this reduction is achieved, the protocol proceeds exactly
as in the fully trusted QKD scenario. Any deviation
from the prescribed entanglement-swapping operations
by an untrusted party is detected during the verification
rounds.

This second approach requires a number of
entanglement-swapping operations that scales with
the number of untrusted nodes, similarly to what would
be expected in standard bipartite QKD. While this may
be demanding in large networks, the main relevance of
both approaches lies in demonstrating that secure key
exchange with fixed measurements remains theoretically
achievable under suitable structural assumptions, even
in the presence of malicious agents.

III. SECURITY PROOF

We now analyze the security properties of our QKD
protocol without inputs, in a network of N parties. As
introduced in Section II B, two generic parties, denoted
A and B, are designated as the key holders.

We prove security under the following assumptions:
(i) all N parties share authenticated classical communi-
cation channels; (ii) the sources adjacent to A are inde-
pendent of each other and of the rest of the network (the



same applies to the neighbors of B); (iii) the rounds are
independent and identically distributed; (iv) an arbitrar-
ily large number of rounds is performed, so that statis-
tical fluctuations arising from the intrinsic probabilistic
nature of the measurement outcomes vanish; (v) quan-
tum states are finite dimensional.

Assumption (i) is common in QKD protocols, since
some classical information is typically shared; note, how-
ever, that authenticated channels require an initial source
of randomness. Assumption (ii) corresponds to the
independent-sources model frequently adopted in quan-
tum networks, ensuring that no hidden correlations are
introduced through the network; this mirrors the mea-
surement choice independence assumption in Bell nonlo-
cality [22, 23]. Assumption (iii) requires that the rounds
are independent and identically distributed, as with-
out it adversaries could exploit memory effects across
rounds, reproducing virtually any distribution [24]. Fi-
nally, Assumption (iv) places the protocol in the asymp-
totic regime, allowing one to work directly with the un-
derlying probability distribution without requiring finite-
size corrections. Assumption (v) is commonly used in
DIQKD proofs for technical reasons. A more detailed
discussion of these assumptions is provided in Section I'V.

Given these assumptions, we now present the security
criterion for the protocol. Let E denote the adversary’s
quantum register, and focus our analysis on the key gen-
eration rounds. In all other rounds, since all measure-
ments are completed before any party makes a public an-
nouncement, the only information available to Eve prior
to the communication is the outcome of her own measure-
ment device. Security under this condition is guaranteed
by [15]. Moreover, the subsequent announcements serve
solely to generate public randomness and do not com-
promise the secrecy of the key. By contrast, in the key
generation rounds, any knowledge Eve gains after the
announcements could compromise the shared secret key.
Therefore, the security analysis must ensure that, even
conditioned on her quantum side information and the an-
nouncements, Eve’s ability to correctly guess the key is
strictly bounded. All classical information revealed, in-
cluding outcomes announced by all parties except A and
B during the key generation rounds, is stored in a clas-
sical register P.

In the asymptotic i.i.d. regime, security requires that
the raw key exhibit intrinsic randomness from the ad-
versary’s perspective. This is quantified by the smooth
conditional min-entropy HS;, (A|EP), which must be
strictly positive. In our protocol, the only information
about the raw key revealed during key generation rounds
is the parity A® B, which becomes known once the other
parties announce their outcomes. Consequently, the leak-
age term reduces to a single bit, and it suffices to lower-
bound the conditional min-entropy HS; (A|A® B, E).

To this end, we first write explicitly the classical-
quantum state shared by the key-generating parties and
the adversary after the measurements

PABE = PAE, @ PBEg,

where the tensor-product structure follows from assump-
tion (ii), the independence of the sources, and E, (Eg)
represents the purifying system of the sources next to A
(B) (see Appendix A for details). The effective classical-
quantum state describing the state shared by A and F
may be written as

pae=Q[0) (0, ®po+(1—-Q) [1)(A[,@p1, (3)

where @ is the probability that the outcome obtained by
Ais 0, and pg (resp. p1) denotes the adversary’s condi-
tional state when the outcome of A is 0 (resp. A = 1).
Bounding the adversary’s knowledge about A therefore
reduces to quantifying how well they can distinguish
these two conditional states.

Applying the Helstrom bound [25] to Eq. (3) yields the
optimal guessing probability for distinguishing the out-
comes 0 and 1 of A, which depends solely on the trace dis-
tance between the conditional states pp and p;. A guess-
ing probability strictly smaller than one implies a strictly
positive lower bound on the conditional min-entropy
Hpin(A|A® B, E), and consequently on the smooth min-
entropy Hf; (A|A @ B, E). Such a lower bound can be

expressed explicitly, as shown in Appendix A:
1
Hian(Al40 B ) > ~toey(3VI=R), (4

where R is a parameter determined by the RGB4 mea-
surement basis defined in Eq. (2). Optimizing over this
parameter, we obtain
H:, (A|JA® B,E) > 0.1. (5)
In summary, under the stated assumptions, the proto-
col guarantees that the raw key generated by A and B ex-
hibits intrinsic randomness from the adversary’s perspec-
tive. The smooth conditional min-entropy HE,, (A|A &
B, E) is strictly positive, which implies that a secret key
can be securely extracted. This establishes the security of
the key generation in our QKD protocol without inputs.

IV. DISCUSSION AND OPEN QUESTIONS

We conclude by discussing several conceptual aspects
of our framework and outlining directions for future work.

Assumption (i) requires the parties to share authenti-
cated classical communication channels, as is standard in
network-assisted quantum cryptography. Authentication
typically consumes a small initial amount of randomness
shared between the two parties. This cost is negligible
in practice since a new shared key is being generated
whose size is linear in the number of rounds, whereas the
classical authentication requires a shared key that is log-
arithmic in the message size. Hence, after kick-starting
the algorithm, authentication is easily handled.

Assumption (iv) places our protocol in the asymptotic
regime of infinitely many rounds. Although any practi-
cal implementation will necessarily operate with a finite



FIG. 3. Comparison between our network (left) and the four-
party line network (right) known to be equivalent to the stan-
dard Bell scenario [5]. In each case, the nodes corresponding
to the effective “Alice” and “Bob” are highlighted.

number of rounds, the asymptotic limit is invoked here
primarily to make a conceptual point: even in the com-
plete absence of externally supplied input randomness, it
is in principle possible to generate and certify random-
ness solely from the intrinsic structure of the network and
the observed output statistics. Developing a finite-round
analysis for this input-free setting is an important but
separate challenge for future work.

We also comment briefly on the role of the seed Siest
used to designate test rounds. In the protocol we adopt
the simplest possible implementation, where each bit of
Stest acts as a binary flag distinguishing test from gener-
ation rounds. More elaborate strategies are possible—for
instance, grouping several bits into an integer that deter-
mines in how many rounds the next test occurs, thereby
yielding sparser or irregularly spaced testing patterns.

It is instructive to compare our network-based frame-
work with the standard Bell-nonlocality setting (see
Fig. 3). In a Bell test, one studies behaviours
{p(ablzy)}a,b,z,y, where the inputs « and y must be cho-
sen freely—namely, independently of any shared past or
adversarial system—to avoid locality and measurement-
independence loopholes. From a network perspective,
however, these “free” inputs can themselves be gener-
ated by additional parties in a larger correlation sce-
nario. Indeed, as shown in [5], the usual Bell scenario
is equivalent to a four-party line-network in which the
inputs arise as outcomes of the two outer nodes. Un-
der this equivalence, the standard Bell assumptions (in-
cluding measurement independence) translate directly
into an independent-sources assumption in the network.
This observation clarifies that the independence re-
quirement on the sources in our framework is not a
stronger assumption than those made in Bell experi-
ments; rather, it is the natural network-theoretic ana-
logue of the measurement-independence condition that
underlies all device-independent protocols.

The analysis in Ref. [24] pinpoints an issue that is cru-
cial in networks with no inputs - namely that the i.i.d.
assumption can not be left away without introducing a
memory loophole. Given the equivalence of standard Bell

nonlocality to a no-input line network scenario (Fig. 3b),
one may ask why the memory loophole does not appear
there. In non-iid QKD security proofs one assumes a
lower bound on the quality of the input randomness, im-
plying that it cannot completely be controlled or pre-
programmed by an adversary. Typically, one assumes an
iid property for the input randomness, with only recent
attempts to relax this [26, 27]. In our network setup, due
to the memory loophole, we only have the possibility to
completely relax the iid assumption of one source. Thus,
a natural choice is to keep the iid assumption on Alice
and Bob’s immediate neighborhood, which one can imag-
ine as their laboratories, leaving the rest of the network,
the untrusted center, to be non-iid. It is yet unclear
how much the iid assumption on the labs can be relaxed,
analogously to [26, 27], if at all. Presumably the most
straight-forward way would be to generalize the results
of [14, 15] by giving a robust bound for the min entropy,
even under noisy realizations of the ideal distribution.
Then the generalized entropy accumulation theorem may
be applicable, similarly as in [28]. This is left for future
work.

Finally, note that any randomness that we use as in-
put in our protocol, namely for authentication, can be
generated before starting the protocol. Indeed, even in
standard DIQKD, the parties must come together phys-
ically in order to establish a shared random seed that
they use for authentication. This is the case also for us;
and when they come together in an isolated lab, they can
run only Step 1 of our protocol (or equivalently, the ran-
domness certification in Ref. [14]) to obtain the random
seed with no inputs used. This allows our no input (fixed
measurement setting) protocol to be a protocol which re-
quires no input randomness at all. Note however, that
this technique could also render standard DIQKD to be
operated without any randomness as an input.

V. CONCLUSION

In summary, we have introduced protocols for quan-
tum key distribution and conference key agreement in
network scenarios that does not rely on local input ran-
domness. By performing pre-decided measurements at
each node and exploiting the structure of the network,
we showed that it is possible to establish secret keys
even when most nodes and sources are untrusted. This
approach preserves the essential device-independent fea-
tures of Bell inequality-based protocols while introducing
a natural network-theoretic perspective on assumptions
such as source independence.

Future work could investigate finite-round analyses,
strategies for optimized selection of test rounds, and al-
ternative network assumptions to further relax the trust
requirements.
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Appendix A: Security Proof

To certify the length [ of bits that we can extract in a protocol we can use the leftover hash lemma (LHL), that in
presence of an adversary F and some public announcements P is written as

< LHfhin(A|E) — leakkg — 2log (;)J , (A1)

where H . is the smooth min entropy, A is the register of the key, E is the register of information held by the

external eavesdropper and leakkg is the leakage of information due to the announcements P. Using the results in ...
we can upper bound HE, (A|FE) — leakkg as

Hegu(AIE) — leakig < Hiyn(AJEP). (A2)
To bound the smooth min-entropy, we apply the quantum asymptotic equipartition property (QAEP) [29, Thm. 9]
Hi (A | EP) >k H(a | EProuna) — VE(e,7), (A3)

where k is the length of the raw key, a is the outcome of a single round, and Pyounqg denotes the classical information
leaked during that round.
Using the standard relation between von Neumann and min-entropy, this can be further lower-bounded as

HE (A | EP) > k Huin(a | EProwna) — VE (e, n). (A4)
Finally, noting that the conditional min-entropy is related to the adversary’s guessing probability via
Hmin(a|EPround) = - lnggucss (a|EPround)a (A5)

the problem reduces to bounding the guessing probability of the raw key bits. The scenario under consideration is
illustrated in Fig. 4.

FIG. 4. The adversary E is correlated with the sources adjacent to the key-generating parties A and B. The remaining parties,
represented by the cloud, are untrusted.

To this end, we adapt the proof of Theorem 7 in [15] to our setting, which additionally includes some classical
public announcements. The corresponding global state of parties A, B, and the adversary E reads

PABE = PAE,, Eop, @ OBEs, Es,, =
[I0> (0l4 (paR(l — Par)PEa, PE.,, +Par (1 = Par)PE, p%aR)
+11) (U (Panparp,, Pk, + (= Par)(1 = par)ok,, A, )| (A6)
@ [10) 01 (pon(1 = p3, )k, ok, + Pou (1= Paa)o, 0%, )
+11) (U (oo, ohy, + (1= P3,) (1 = Pan)ob,, 0%, )]
where pq, ,Pay,P8., P8, denote the probabilities that the sources oy, agr, Br, and Sr send the excitation to the left.

For ay, and 3y, this corresponds to sending the excitation away from the party, whereas for ar and Br it corresponds
to sending the excitation toward the party.



The states p}gi and p%i (and analogously a};i and O'OEI,) describe the quantum state held by the adversary F,
conditioned on whether the excitation reaches party A or not, respectively (and analogously party B in the case of
o), and originating from the source i. We assume that the states held by the adversary corresponding to different
sources are separable given the assumption of source independence.

The states observed by parties A and B are coarse-grained into binary outcomes 0 and 1. The outcome 0 corresponds
to the event of receiving either one token from both sources (fine-grained outcome 2) or no token from either source
(fine-grained outcome 0). Similarly, the outcome 1 corresponds to receiving exactly one token from one of the sources
(fine-grained outcomes 17, and 1g).

To incorporate the publicly announced information, we may introduce an auxiliary register A & B and apply a
unitary channel U defined as

U: |a>A|b>B|O>A@B — |a>A|b>B|aEBb)A®B, (A7)

which stores this extra information inside the state. Since we are ultimately interested only in the outcomes held by
party A, we may subsequently trace out subsystem B. Explicitly, the global state becomes

pases.e="Trp[U(pape ®|0) (0] 405U =

|0> <0|A ® |:|0> <0|A®B pOéR(]- - pOtL>pﬁR(1 pﬁL)pH 1 + |0> <0|A€BB pOéR(]‘ - paL) 5L(1 pBR)pllo,OO
+10) <O|A@B Pa, (1 _pOCR)pBR(]‘ _pﬁL)pOO it 0) <O|A@B Pa, (1 _paR) L( p/BR)p o
+|1> <1|AEBBp0‘R(1_paL)pﬂRpﬁLpll 01+|1> <1‘A@Bp0tﬂ<1_p0%) pﬁL)( pﬂR)ﬂ o'’
+11) (U g p Par (1= Par)Psapp, p°0” +11) (1 4gp Par (1 = Pay)(1 = pp, ) (1 — PﬁR)POOUIO}

+1) (1, ® [|O> Ol a3 ParParPsrPp P’ 0"t +10) (0l g B ParPay (1 —pp, ) (1 — psp )p" o0
+ |0> <O|A€BB ( paR)(l paL)pBRpﬁLplo ot + |0> <O|AEBB (1 - paR)(l - paL)(l - p,BL)(l _pﬁR)ploalo
>< 01 __00
)

+11) (1 g p ParParPsr (1 = pp.)p" o™ +11) (1] 4o 5 ParPar s, (1 — psr)p” o

+ |1 1|A@B ( paR)(l paL)pﬁR(l _pBL)plo Uy |1> <1|A@B (1 _paR)(l _paL)pﬁL(l _pﬁR)ploaOO )
, 4 (A8)
where p = PiEQR ® p%% and 0¥ = U%BR ® O']EﬁL Vi, 7 € {0,1}. Eq. (A8) can be written in a more compact way as
ba,a08,E=Q10) (0], ® Tg@B,E +(1-Q) 1) (1, ® T}l@B,E’ (A9)
where
0 - 0) <O‘A@B®p%‘a%‘+|1> <1‘A@B®P(J)~301E 1 - 0) <O|A@B®P}EU}E+|1> <1|A@B®pIE‘U% Al
TA®B,E — 0 y» TA®B,E = 1-Q . (A10)

The conditional states of Eve are given by

P = Pan(l = Par) P5., ®PE,  +Par (1 = Pag )p}go L ®0p.
1 10
PE = DarPar PEn, OPE. (1—pa )(1 = Par) P, OPE,
e - L (A11)

U%‘ :pBR(l p5L>pE5 ®pEgR +p,3L(1 pﬁR)pEﬁL ®pEﬁR7
Ok = PonPss Py, OPE, + (1= s )(1 = ps) PY, @0, -

The coeflicient @ is defined as

Q=" > i (1=pa) 2 (1= pag) 5 (1= ps, )" *pj (1= pg,)' . (A12)
s1,82=1-—s1,
31375246{0,11}

This expression follows from the observation that, when the outcome of A is |0) ,, either both excitations from the
adjacent sources are detected by A or neither is detected. Consequently, the corresponding probabilities necessarily
appear in combinations of the form pq, (1 —pa,) with 4,j € {L, R} and i # j. This constraint is enforced in Eq. (A12)
by imposing the condition ss = 1 — s; in the summation.
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Now we can apply the Holevo-Helstrom theorem to the state ¢4 ae0B,E

1
pg(A|A D B»E) < ) (1 + ||Q7—E§@B,E - (1 - Q)TE@B,EHl) ’ (A13)
where || - ||1 denotes the trace norm. We can bound the trace distance between two subnormalized states as
llpw —arlly < V(0 + )2 — 4pgF (w, 7), (A14)

thus obtaining

1
Py(AlA®B,E) < 5 [1+

+ (1 - pCYL)\/(]‘ —Par —PBr + 2paRpBR)2 - 4p0£RpﬁR(1 - paR)(l - pﬁR)FaRFﬁR

+ Pag \/(1 — Doy —PBr T 2p0tLp5R)2 - 4paLpﬁR(1 - pozL)(l - pﬁR)FOzLF,BR

+ ‘(1 - paR)p,BR| (\/(paL +DsL — 2pOéLpﬁL)2 - 4paLpﬁL(1 _pOéL)(l - pﬁL)FOéLFﬁL

+\/(1 —Par —Pgr T QPQLpﬁL)z - 4p&LpﬁL(1 - paL)(]- - p,BL)FaLF,BL)

+ ‘p(XL(l _pBR)‘ <\/(1 —Par — P, t 2pO¢Rp,3L)2 - 4pO¢Rp,3L(1 - paR)(l - pﬁL)FaRFﬂL

+\/(paR + DL — 2p0¢RpBL)2 - 4p0¢RpBL(1 - paR)(l - pﬁL)FaRF5L> } :

For pa, = Par = Ps, = Psr = 1/2 it becomes

1 1
py(A[A® B, E) < 5 {1 +7 (\/1 — FonFpp + /1 — Fo F,+

+\/1_FaLFBL+\/1_FaRFﬁL>]' (A15)

In the scenario considered in this manuscript, we have po, = pa, = ps, = Pgr = 1/2, and therefore

pg(A|[A® B, E) <

N | =

1
{1 +4 (\/1 = FanFay + /1= Fo, Fap + /1= Fay Fap + /1 FQRFﬁL)} . (A16)

Following the approach in [15], we introduce the global coherence factor R [15, Thm. 6]. The bound given for the
global coherence parameter applies both for Alice and for Bob, which when multiplied, give the constraint

FopFo,Fs,Fs, > R (A17)

Now we can analytically find the maximum for the upper bound to py(A|A & B, E) given by Eq. (A16) under
the constraint in Eq. (A17). Assume that the maximum is attained at (Fyy,, Fy, , Fj,., Fj5, ) with Fy < F; . Now
consider the value of the function at a slightly perturbed point

f(Fo:kR +57F;L _§’F§R7F§L) =

V3 (V1= o+ 0B, + 1= (e, = 00Fg, + U= Fa, B, + 1= Fa )

1
2 (A18)

1 * * * * * * * * *
1+ Z(\/l — Fi Fhy — 0Ff, /1= i, Fj, +0F;, + /1= F3, Fj, +,/1- F3, Fj, )

1
2
It is easy to see that for ¢ small enough, the fidelities still belong to [0,1], and moreover, the constraint

FonFo, Fp,Fs, > R? is also satisfied

* * * * * * * * * * * * * * 2 1k * 2
(FaR + 6)(F(XL - 6)FBRF,3L = FoF FﬂRFﬂL + 5FO¢LFBRFBL - 6FaRFBRFﬁL -9 FBRFBL > 1% (Alg)

AR~ L
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In Eq. (A18), it holds that va — 0 + vb+ 0 > y/a + Vb for a > b and sufficiently small §, as can be seen from the
Taylor expansion of the square root

\/a—x+\/b+xz\/5—%+\/5+2£b > Va + Vb, (A20)
a>b

where ~ denotes the first-order Taylor expansion. It follows that

f(F(;R +5aF;L 763FER7FEL) > f(F;RaF;L7FERaFEL)a (A21)

which contradicts the assumption that the latter point was optimal. Due to the symmetry of the function under
swapping Fy, and Fy, , the same contradiction arises if I, > F; . An analogous argument holds for Fj and Fj .
Hence, the maximum is attained at

Fi,=F:, and Fj, =Fj,. (A22)

Since the function is continuous and defined over a compact domain, a maximum must exist, and from the above
symmetry argument, it must occur at

* * * * 1
f(FozR:F FﬁR:FﬂL):

(7,0 Y
arg, 2

1+4,/1-F; . F; |.

From the constraint (F; Fj_)* > R?, it follows that the maximum value is max f = z [1 +v1-— R], meaning that

the complete expression for the min-entropy is

(A23)

Hoin (0| EProuna) > — log B (1 + ﬂ)} —1-log (1 + ﬂ) . (A24)
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